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Overview of key elements
• EREMO Overview

• Justification
• Mission 
• Scope of impact 

• EREMO CP
• Stakeholder Engagement
• Action Items 



WASHINGTON STATE DEPARTMENT OF COMMERCE 3

State & Federal Authorities
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The mission of the Energy Resilience and Emergency Management Office is to provide 
comprehensive and sustainable emergency management, resilience development, 
cybersecurity services for the energy sector and residents of Washington State. To 
accomplish this, we coordinate with stakeholders at all levels of government and with 
electric, natural gas utilities, the petroleum industry, and renewable sectors statewide to 
develop planning documents and standards, trainings, and operational support during 
emergencies. 

EREMO Mission 
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Structure of the Office 

Energy Resilience & 
Emergency 

Management Office

Energy Resilience & 
Mitigation

Emergency 
Response 

Operations, Planning, 
Training & Exercise

Energy Physical & 
Cybersecurity 
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Areas of our Responsibility

Electric Sector Petroleum Industry Natural Gas Sector Alternative Fuels Sector
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What we DON’T do

•  the EREMO, can, however, share recommendations about planning and response measures 
based on our understanding of the situation

Share protected business or critical infrastructure data

•  the EREMO can, however, work with industry stakeholders to identify critical infrastructure within 
their service territory

Establish restoration priorities for the energy industry

•  the EREMO does, however, provide input on prioritizing facilities to receive generators based on 
the projected restoration timelines and community need

Acquire, manage, or operate emergency generators

•  the EREMO can, however, work with industry stakeholders and emergency management to assist 
in expediting fuel delivery, and to resolve issues impacting delivery

Dictate destinations of fuel shipments
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Case Study 
• December Physical Security Attacks 

• “New attacks on electrical substations in the Pacific Northwest have 
raised concerns about a vulnerable power grid. Four sites in 
Washington state or broken into and damaged over the holiday 
weekend” 

• Close to 15k customers out of power, $3 million in damages 
• Severe winter storm weather (heating homes), medical devices, and 

threat actor information sharing 
• Conclusion: no nation-state motive, stealing from a local business 
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Cyber & Physical Security Program
The mission of the EREMO Cyber and Physical Security Program (EREMP-CP) is to identify, detect, respond to, 
recover from, and provide governance around cyber-physical threats to the energy sector. 
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Action Items & Agency Contacts
• Develop a relationship 

with our office 
• Exchange best 

practices 
• Adopt the NASEO 

Cybersecurity 
Baselines 

Ariah Olsen
Cybersecurity & Physical Security Manager 
ariah.olsen@commerce.wa.gov 

Elizabeth King, CEM 
Energy Emergency Management Director 
elizabeth.king@commerce.wa.gov 

mailto:ariah.olsen@commerce.wa.gov
mailto:elizabeth.king@commerce.wa.gov

